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As AI usage proliferates, we are witnessing both the benefits and the dangers of this technology across the digital identity sector. Deepfake technologies are maturing, making them nearly undetectable from true images, videos, or data. Presentation attacks and other AI-powered threats are easily accessible, enabling massively scalable attacks to be conducted at record volume. Businesses, individuals, and organizations face overwhelming fraud concerns even as society pushes for expanded use of digital identity systems, biometrics, and digital public infrastructure. 
So, in a world where it is more difficult to determine what is true and what is fake, how can users trust what they are seeing, consuming, and accessing? What is that source of truth, that trust anchor, that can assure users that what they are consuming is valid and authentic?
Rather than relying on a new feature, we must recognize that we already have the means to defend ourselves. Liveness detection remains highly efficient in detecting AI-based threat signatures. It doesn’t matter if an identity system is operating a singular biometric, multi-modal biometric authentication, or continuous real-time session monitoring; liveness remains the core function that accurately validates the actions or identities being presented. 
In 2026, we are expecting significant growth for new digital identity initiatives, such as the EUDI Wallet, new national eID programs, and growing use of DID tokens globally. Growing demand for age verification and internet safety proposals saw many nations enacting new age requirements that must be enforced throughout 2026. 
Trust across the identity validation process will be critical to all participants in these transactions. Individuals must be able to trust the organizations that they share their biometric data with to complete a specific action. For the organizations, they must trust that the user making the action request is the real, validated identity, all determined through live matching of the provided biometrics against the shared source of truth. Without trust on either side of these actions, the overall risk of fraud greatly increases. 
Trust will underpin all digital activities throughout 2026. Biometrics and digital identity providers must earn the trust of stakeholders, end users, and the general public through the active demonstration of responsible, ethical use of biometric data through clear, transparent usage policies. In the face of rising concerns over mass surveillance and discriminatory or biased recognition algorithms, providers who can demonstrate how high accuracy, secure data protection, and inclusive recognition functionality will gain favor. 

